@ NICHOLL OILS

Nicholl Fuels Oils Group Privacy Policy/Notice
This privacy policy sets out:

» What information Nicholl Fuel Oils Limited and Group Companies (“Nicholl Oils
Group”) collects from you and why;

» How Nicholl Oils Group uses and protects any information that you give; and

» How you can access and manage your information.

Nicholl Oils Group is committed to ensuring that your privacy is protected. Should we
ask you to provide certain information by which you can be identified, you can be
assured that it will only be used in accordance with this privacy statement.

Nicholl Oils Group may change this policy from time to time by updating this page.
You should check this page from time to time to ensure that you are happy with any
changes. This policy is effective from 1 May 2018.

If you have any questions about this policy or more generally about our use of your
personal information, you may contact us by writing to us at Data Protection, Nicholl
Fuel Oils Limited, 172-176 Clooney Road, Greysteel, Co L'Derry BT47 3DY, email
us at gdprdatateam@nicholloils.com or phoning your local Nicholl Oils Group contact
centre at any time.

This policy replaces all previous versions and is correct as of 1 May 2018. We
reserve the right to change the policy at any time.

What we collect
We may collect the following information:

* Name

« Job title

 Contact information including email address

* Other relevant personal information (e.g. date of birth)

* Electronic identifiers (e.g. IP addresses)

» Demographic information such as postcode, preferences and interests
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* Other information relevant to customer offers and/or surveys
* In the case of job applicants, CVs and references relevant to the role that you are

applying for

Ordinarily we will be the party collecting your information directly from
you. However, there may be situations where this information is obtained by us from
third parties. Examples of this would include:

* From a third-party data profiling company, where you have given your consent for
that company to pass such information on to us

* In the case of job applicants, from a third-party recruitment agency

* From publically available sources (e.g., the electoral roll)

What we do with the information we gather

We require this information to understand your needs and provide you with a better
service. In particular, we require it for the following reasons:

* Internal record keeping and account management purposes (e.g. verifying your
identity and fulfilling orders you place)

* Providing you with the product or service you have requested from us

» Monitoring, recording and storing telephone or email communications for the
purpose of internal training, audit and compliance checking, to improve the quality of
our customer service and in order to meet any legal and regulatory requirements

* Improving our products and services

 Contacting you by email, SMS, phone or mail for the purpose of account
administration and/or processing and fulfilling orders and/or taking payment for such
orders

» Customising our website according to your interests

» Reviewing your job application for roles with us and potentially offering you
employment as a result of that review

 Contacting you on the grounds of us having a legitimate interest to do so, if you are
a current customer, to periodically send promotional mails or contact you by
telephone about new products, special offers or other information which we think you
may find interesting using the contact details which you have provided

* Where you give us your consent to do so, we may periodically send promotional
emails or SMS messages about new products, special offers or other information
which we think you may find interesting using the contact details which you have
provided

use your information to contact you for market research purposes

enrol you on our Cold Weather Priority (CWP) scheme and record this on our
system

In order to utilise your personal information, as set out about, we may allow third
parties to process your personal information on our behalf. This is likely to be the
case where, for example we:



« Contract with a third party engineer or haulage company to provide our services to
you

* Request a third party data profiling company to establish trends and other
buying/profile information

* In the case of our Cold Weather Priority (CWP) customers, if you consent we may
share your personal information with your local fire service for the purpose of them
arranging and carrying out risk assessments

Where we share personal information for these purposes, we put in place controls to
ensure that your personal information is only used for the purpose for which we’re
sharing it (e.g. to install a new oil storage tank for you). Where we want to allow third
parties to process or control your personal information for reasons other than those
set out above, we will inform you of this and, if necessary, seek your consent to
share such information with them.

Where we have asked for your consent to use your personal information for a
particular purpose, this consent may be withdrawn by you at any time. Similarly,
where we are using your personal information to fulfil a legitimate interest of ours,
you may have a right to object to your personal information being used for a
particular purpose (e.g. for direct marketing). Please see the section entitled
‘Controlling your personal information’ below.

Account Security

If you contact us or we contact you, we may ask for certain information from you to
confirm your identity, check our records and deal with your account efficiently and
correctly.

We aim to protect all of our customers from fraud. As part of this, we may use your
personal information to verify your identity to help prevent or detect fraud. These
checks may involve your information being disclosed to credit reference agencies,
who may keep a record of that information. This is not a credit check and your credit
rating will be unaffected.

Website Information

We use programs such as Google Analytics and Mouseflow.com to help us find out:
* How many people visit our websites

» Which pages and parts of pages are most popular

* How long people spend in each area of the website

» What information people are looking for

These insights help us understand what customers want from our website and,
consequently, how we can improve the website in the future.



Google Analytics uses cookies to collect non-personally identifiable information like:

* Browser types

* Operating systems

* Third party sites that direct you to us
* The time and date of a visit

Mouseflow.com generates screenshots and videos which enable us to view how
individuals have used our website. This will also generally involve non-personally
identifiable information.

What lawful basis we process your information on

We may only process your personal information where we have a lawful basis for
processing it. What this lawful basis is will depend on the type of personal
information you provide, and where we want to process personal information for a
specific purpose not identified in this Privacy Policy we will notify you of this at that
time.

Our lawful bases for processing your personal information are as follows:

Processing Lawful Basis
Internal record keeping Contract

Internal training/audit/compliance Contract

Improving products and services Legitimate Interests
Account Administration Contract
Customising our website Legitimate Interests
Reviewing job applications Contract

Direct marketing — current customers*, mail and telephone Legitimate Interests
Direct marketing — current customers*, electronic marketing Consent

Direct marketing — non-current customers Consent

Cold Weather Priority Scheme Consent

Market research Consent

In certain circumstances, we may be required to process your personal information
in order to comply with a lawful obligation on us. This may be the case, for example,
where a statutory or regulatory body requests such information in accordance with
their legal powers. We also have a legitimate interest and, on occasion, a legal
obligation to disclose personal information to regulatory bodies in certain
circumstances, including where we have information about potential criminal acts or
security threats, and may disclose information to authorities on this basis.

*If you proactively contact us to enquire about becoming a customer of us, we will
treat you as a current customer for the purpose of potentially directly marketing to
you on the grounds set out above.



Security

The security of your information is very important to us. As part of our commitment to
keeping your data safe, our technical experts maintain physical, electronic and
managerial procedures to keep safe the information we collect online.

Only authorised employees and carefully checked agents, contractors and sub-
contractors, who provide a particular data processing service for us, are permitted
access to your data. These people will only be allowed access to your data for the
purposes identified within this Privacy Policy, processing it on our behalf or for IT
security and maintenance.

Where a third party is processing your data on our behalf, we will take steps to
ensure that such third party gives us commitments that it will process your data in
line with EU law. If a third party processing your data on our behalf is located in a
non-EU country that does not have data protection laws equivalent to those in the
EU, we will always take appropriate additional steps to ensure that your personal
information is kept safe and secure by those processing your data on our behalf.
This will generally involve ensuring that such third party agrees to sign up to a formal
legal agreement committing such party to comply with standards equivalent to those
that would apply where that party to be located within the EU.

Sometimes, you might wish to disclose sensitive information to us, for example if you
need a priority delivery because you are receiving medical treatment. We will only
use sensitive data for the specific reason you disclosed it to us and we will take extra
care to keep it secure. From time to time, we will check with you that we may
continue to use that sensitive data for the specified purpose. Similarly should you
sign up to our Cold Weather Priority scheme, you will be asked to provide a specific
consent to us holding sensitive information for the purpose of this scheme.

How long we hold your information for

The time period for which we keep information varies according to what we use the
information for. Unless there is a specific legal requirement for us to keep
information, we will keep your information for as long as it is relevant and useful for
the purpose for which it was collected.

Where we are using your personal information to send you marketing information we
will generally retain that information for marketing purposes for two years from the
point of your last order as we understand that you even if you do not buy from us on
every occasion, frequently we see repeat purchases from customers in this time
period. We will retain your account information for seven years in line with relevant
tax and contract requirements. In the case of commercial customers, we may retain
personal information relating to such individuals within such customers for a longer
period of time depending on the order and contracting cycles of such customers (e.g.



if a customer commonly enters into five year deals, we would retain such information
for a short period beyond the time when we would expect such agreement to be
renewed).

In the case of unsuccessful job applicants, we will generally hold your CV and
supporting documentation for period of twelve months from the date of application. If
you wish for us to hold your CV for longer and be considered for future roles then
please just let us know.

For the purpose of our Cold Weather Priority Scheme, we will retain your information
for an initial period of five years from when you gave your consent to be included
within the scheme at which point we will seek to reconfirm such consent.

Where you have given consent to us holding data for a particular purpose, that
consent may be withdrawn by you at any time. You may withdraw your consent by
contacting us by any method that you wish to communicate with us, including e-mail
or telephone. Our usual contact details are set out on the first page of this Privacy
Policy.

You are entitled to request that we erase your personal information at any time, for
example where you cease to be an active customer of ours. Whilst we will generally
seek to comply with your request, there will be circumstances where we are entitled
to retain such personal information (e.g. in respect of legal claims or to ensure that
any activity on your account (e.g. monies owing) may be resolved).

Controlling your personal information

You may choose to restrict or control the collection or use of your personal
information in the following ways:

* Whenever you are asked to fill in a form on the website or elsewhere, ensure that
you do not tick any box requesting permission to use your personal information for
specific purposes (e.g. marketing) or, in the case of ‘opt-out’ consents relating to
electronic communications, ensure that you un-tick the relevant box

* If you have previously agreed to us using your personal information for direct
marketing or other specific purposes and wish to change your mind

* If you believe that we are holding personal information which is incorrect, out of
date or incomplete and wish for that to be corrected

* If you wish for your personal information to be erased from our systems

« If you wish for us to transfer your personal information to a third party (e.g. another
service provider), we may provide you with your personal information which held by
us for you to pass to that third party (or, in certain circumstances, we may be able to
transfer that personal data to such third party directly if you wish for us to do so)

Where you are an active customer of ours, we may direct market to you by post or
telephone on the basis that we consider we have a legitimate interest in marketing to



you in this way and that it does not substantially impact on your privacy. You have a
right to object to this at any time, and may request that we cease to contact you for
direct marketing in this manner at any point. We will comply with any such request.

If you want to remove a consent, request that we cease contacting you for direct
marketing purposes or request erasure or transfer of your personal information, you
may do so at any time by writing to us at Data Protection, Nicholl Fuel Oils Limited,
172-176 Clooney Road, Greysteel, Co L’'Derry BT47 3DY, emailing us at
marketing@nicholloils.com or phoning your local Nicholl Oils Group contact centre at
any time.

We will not sell, distribute or lease your personal information to third parties for their
control unless we have your permission, need to do so in order to fulfil a contractual
obligation to you or are required by law to do so. Where we do seek your
permission, we will name the relevant third party at the time we seek such
permission from you and any such permission shall be limited to that third party.
Please note that we may provide information for processing to certain third parties as
outlined in the section entitled ‘What we do with the information we gather’.

If you believe that any information we are holding on you is incorrect, out of date or
incomplete, please write, email or call us as soon as possible, using the details set
out above. We will promptly correct any information found to be incorrect. To protect
your privacy and security, we will take reasonable steps to verify your identity before
granting access or making corrections.

Third Party Links and Cookies
Links to other websites

Our website may contain links to other websites of interest. However, once you have
used these links to leave our site, you should note that we do not have any control
over that other website (s). Therefore, we cannot be responsible for the protection
and privacy of any information which you provide whilst visiting such sites and such
sites are not governed by this privacy statement. You should exercise caution and
look at the privacy statement applicable to the website in question.

Call Recording

This includes some incoming and outgoing telephone calls that are handled by
any Nicholl Oils Group Centre, with the exception of calls where payment is taken
(recording manually terminated). *Please note, not all calls are recorded due to
Data Protection.

Why are calls recorded? Recording customer conversations allows us to
assess customer satisfaction, train and develop staff, review call quality, and
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have access to a verbal record of what is said in the event of a subsequent
complaint. It also means employees feel more protected knowing that any
threatening behavior can be evidenced and acted upon where necessary.

How will call recordings be used?

e Quality monitoring — Written records only provide partial information. A call
recording provides a more rounded view and allows us to better understand
customer experience and assess the processes applied. This can help us
identify any improvement areas.

e Training and Development — Listening to a sample number of calls, allows
managers to identify training needs. Sample scenarios are based on the
recordings but any transcripts are anonymized.

e Gaining a better understanding of our customers — Many calls are
verbally resolved without the need to complete any records. Listening to
sample calls will help us better understand our customer needs, and gain a
more informed view of organizations we signpost to.

e Complaints and disputes — Some calls are verbally resolved. Where
information is entered onto an electronic system this becomes the
established record. In the event of a complaint or dispute, a call recording (if
available), may provide additional information to help us investigate any
allegations.

e Employee safety and wellbeing — A recording may become a vital piece of
evidence in the event of any threats being made to the organization or an
individual.

e Can Irequest a copy of my call recording? Call recordings are destroyed
after 30 Days. If the recording is available, you can request a copy of your
conversation by making a request for access in writing to the below address.



